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Pandemic Puppy Purchases

Growth in e-Commerce Has 
Seen Fraud Surge

Pets are one of the most popular holiday gifts but beware of 
scammers posing as breeders 

A huge increase in parcel deliveries has created an opportunity for theft

Postal & Shipping Scams

Fake delivery scams have soared 
during the pandemic with more than 
60% of Britons receiving at least one 

such text in the past year.
(source: Which?)

More than 47 billion spam texts 
(many fraudulent) have been sent to 

Americans so far in 2021, up 55% 
from the year before.

(source: RoboKiller)

>$2.5M £2.6M

3/4 of retailers across the U.K., U.S., 
France, and Germany have seen fraud 

increase during the pandemic.
(source: Riskified)

1/3 of global retailers said they 
lost 5% to 10% of e-commerce 

revenue to fraud last year.
(source: Riskified)

Beware of These Scams in 2021

Pay parcel duties

$$$

Confirm address

5 Tips to Combat Fraud Online 
During the Holidays

Revisit your password habits

Make your passwords long and unique for all your 
accounts – banks, email, and Amazon. Use a password 
manager to help you do this.

Think before you click

Check twice before clicking on an advertisement or 
a website to confirm it is genuine.

How Banks Protect Consumers 
During the Holidays

They scan each transaction for fraud in 
real-time using machine learning.

They analyze traffic from online 
merchants for vulnerabilities.

They use biometric, device, telemetry 
and behavioral information to 

authenticate customers online.

They contact customers 
instantly when it looks like fraud 

is happening.

Online shopping scams in the 
U.K. surged by 65% over the year.

(source: Which?)

More than £69M was lost 
through online shopping scams 

in the past year.
(source: Which?)
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5 Ways to Fight Black Friday 
Fraud in 2021

Don't act in haste

If someone is pressuring you to make a payment to them – 
particularly if it’s directly from your bank account – stop and 
think. Could it be a clever scam?

Be skeptical of amazing deals

Is that fantastic deal or hard-to-find gift genuine? 
Research shows that price was the number one motivator 
for people who lost money on a purchase.

Communicate directly with your bank

If you receive a fraud alert by email or SMS, don't assume 
it's genuine. Always contact your bank directly through the 
details on its website.

Customers using Buy Now Pay Later to budget for holiday purchases.

32%
10%

2019 2020 2021

(source: Adobe Analytics)

(source: Sendcloud)

65% £69M

* * * * * * *
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1/3 of UK consumers 
buy online once a week

Australians have lost 
more than $2.5M 

this year.
(source: Scamwatch)

In the U.K. £2.6M has 
been lost, a jump of 

20% on 2020.
(source: Action Fraud UK)


